2003 Innovations Awards Program
Application Form

ID #:  ________________

Category: _____________

State: ________________

1. Program Name

Civil Workflow Control System (CWCS - pronounced "quicks")

2. Administering Agency

Florida Department of Law Enforcement (FDLE)

3. Contact Person (Name & Title)

Lisa Hopkins, Planning Consultant

4. Address

PO Box 1489, Tallahassee, FL 32302

5. Telephone Number

850.410.8513

6. FAX Number

850.410.8514

7. E-mail Address

lisahopkins@fdle.state.fl.us
8. Please provide a two-sentence description of the program.

The Civil Workflow Control System (CWCS) provides technology that allows non-criminal justice agencies in Florida to electronically "scan" fingerprints and enter information to request criminal history record checks. This request is processed through secure email over the Internet, and FDLE is able to respond within 48 hours with a state and national criminal history record check transmitted back directly to the requestor.    

9. How long has this program been operational (month and year)?


The pilot program began in December of 2001 and became fully operational in January 2002.  Initially placed in seaports and at a select set of other regulatory / licensing agencies, FDLE has continued to add customers and expand the system.

10. Why was the program created? (What problem[s] or issue[s] was it designed to address?)


In late 2001, FDLE developed and implemented a pilot of the Civil Workflow Control System (CWCS) as a mechanism to perform automated non-criminal applicant background checks using Livescan based technology.  Livescan technology allows fingerprints to be submitted in an automated form by electronically scanning the fingerprint rather than using fingerprint cards requiring the ink and roll method.  This endeavor was in response to Florida Statute 311.12(3)(a) requiring that Florida's commercial seaports perform fingerprint based criminal history background checks on employees and other persons having access to restricted areas within the ports - the high turnover and transient nature of this particular workforce required a quicker turnaround time than could be provided through the routine paper fingerprint card submission processes.  CWCS was developed to expedite criminal history record checks and simplify the request process.     

Initially used in Florida’s seaports as a way to guard against smuggling, theft, and sabotage, the system has evolved and is expanding to other agencies for use in a wide array of sensitive employment, licensing, and permit checks.   This new system, the result of forward thinking and adapted technology, has expedited criminal history record requests and benefited state and local agencies, private businesses, and citizens.  Prior to CWCS, state and local agencies and private entities would often be forced to make critical decisions about sensitive employment, licensing, and permitting in the absence of a criminal history record.  Other times the appointment or certification would be delayed until the criminal history was received.  FDLE recognized a distinct problem and desired to create a mutually beneficial outcome, a comprehensive state and national criminal history record check completed in a timely fashion.

Over the past year, and in an effort to pass this enhanced service on to more of Florida's citizens, FDLE has encouraged other state and regulatory agencies (required to conduct fingerprint based background checks) to utilize the CWCS system.  To date, automated requests make up over 34% of all fingerprint based non-criminal applicant background checks.  During the January-March 2003 quarter alone, there were over 45,000 checks performed.  
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These non-applicant criminal history record checks play an important role in ensuring only appropriate individuals are considered for sensitive employment and licensing.  The FBI has committed to 24 hour turnaround time and FDLE is committed to prioritized processing, as such, customers are able to get criminal history results results within a maximum of 2 working days (often within 5 hours) of the submission of fingerprints.  Without CWCS and the automated processing of these prints, the estimated response time would be 5 days for FDLE and 4-6 weeks for the FBI (excluding mailing time).

11. Describe the specific activities and operations of the program in chronological order.

July 2001 - CWCS Development Began

December 2001 - First Test Station on-line - Jacksonville Port

January 2002 - System On Line to all Seaports

March 2002 - CWCS expanded to Dept of State (first non-port on system) 

May 2002 CWCS expanded to Dept of Education 

June 2002 - CWCS expanded to all 15 DCF districts 

August 2002 - CWCS accepts non-governmental agencies (i.e. volunteer groups) 

March 2003 - Expansion to Sheriff's Offices began 

July 2003 (anticipated) - Expansion to all participating Sheriff's Offices 

CWCS Process Map


12. Why is the program a new and creative approach or method?


CWCS greatly improves the timeliness of criminal history response to the requesting agency.  Previously, the state and national processing of paper cards could take weeks or months.  The CWCS allows the response to be delivered through an automated system in less than 48 hours – rapidly identifying and eliminating criminals from positions or situations where they could harm both private industry and the public.  In addition, CWCS applies an e-commerce component that allows the state to automatically charge the appropriate criminal history record check fee (set by the Florida Legislature) to the appropriate agency or entity.

13. What were the program’s start-up costs? (Provide detail about specific purchases for this program, staffing needs and other financial expenditures, as well as existing materials, technology and staff already in place.)

CWCS was developed as part of a larger initiative to improve security at Florida's seaports during fiscal year 2001-02.  A total of $1.2 million was spent to implement this initiative.  Central site components (including equipment, commercial software and custom software) cost about $790,000.  Livescan stations (12 in all) for the seaports cost about $370,000.  Existing staffing was used to implement this project.

14. What are the program’s annual operational costs?

The program’s annual operating costs are $150,000 for the central site components and $2,500 for maintenance of each Livescan station.  

15. How is the program funded?

A combination of federal grants and funds from FDLE’s Operating Trust Fund support this initiative.

16. Did this program require the passage of legislation, executive order or regulations?  If YES, please indicate the citation number.


No.  Legislation requiring criminal history record checks was already in place in Florida.

17. What equipment, technology and software are used to operate and administer this program?

Customer Equipment:

Livescan workstation or personal computer with fingerprint scanner and Internet access


FDLE Equipment:

One Windows 2000 Server with the following:

· Network access to receive email from the Internet

· CWCS Software (a Windows Service, written in Visual C++ and a web application, written in Javacript and implemented using Microsoft ASP pages, and several SQL Stored Procedures)

· SQL Server 2000

· Network access to FBI Store n' Forward via SMTP and IMAP4

· Internet Information Services (a component of Windows 2000)

· Network access to post credit card charges to the VeriSign Payflow Pro online credit card processor

· Message Queuing Services (a component of Windows 2000)

· Message Forwarding Service (MFS) to process communications between CWCS and CCH (Computerized Criminal History)

· SwitchMsg Com object, written in Visual Basic, to provide sending and receiving of FCIC (Florida Crime Information Center) Switch messages between CWCS and the MFS

18. To the best of your knowledge, did this program originate in your state?  If YES, please indicate the innovator’s name, present address and telephone number.

Yes.  

Tom Watkins 
Florida Department of Law Enforcement

PO Box 1489

Tallahassee, FL 32302 
850-410-8410

19. Are you aware of similar programs in other states?  If YES, which ones and how does this program differ?

Several states now have some form of applicant fingerprint system.  For the purposes of this comparison, we have focused on two states, Texas and Ohio.  Texas currently has only 2 agencies submitting applicant fingerprint cards in an automated form.  Ohio has a pilot program with 100 agencies and 2 vendors to capture fingerprint images and demographic information.  

Florida now has over 175 agencies submitting electronic applicant criminal history requests.  Florida also processes a significant volume of electronic requests; over 34% of the applicant submissions are received through CWCS.  Florida has completed its pilot and the CWCS is now operational statewide and accessed by a large variety of agencies who utilize the system for a multitude of purposes.  


20. Has the program been fully implemented?  If NO, what actions remain to be taken?

Yes.  The system itself has been fully implemented.  The range of customers is being expanded to include the Departments of State, Insurance, Education, Children and Families, and other agencies.  FDLE is in the process of placing CWCS stations at Sheriff's Offices to aid in processing background checks for Department of State concealed weapons permits and security guard licenses.  Credit card acceptance, a system enhancement designed to ease financial management, is also planned. 
21. Briefly evaluate (pro and con) the program’s effectiveness in addressing the defined problem[s] or issue[s].  Provide tangible examples.

Quick response on criminal history record checks is the greatest advantage CWCS offers.  The hard copy card process takes 5 days at FDLE and 4-6 weeks at the FBI (not including mailing time).  The CWCS benchmark is 48 hours - but most submissions are completed within 5 hours.  This is a significant boon for such agencies as the Department of Insurance that issues agent licenses before background checks are complete, thus putting the citizens of Florida at risk of insurance fraud.  This is also a great aid to Florida's Department of Children and Families when placing children in the hands of caregivers.  The Department of State can now process concealed weapons permits in a timely fashion, and private security companies and those agencies charged with care of children and the elderly can ensure that their employees do not have a criminal record or disqualifying offense.  This system can be used in any instance where a background check is necessary for employment or licensing

In the implementation of the CWCS, few disadvantages have been identified.  Agencies are anxious to participate in the service to expedite their criminal history requests and the ease with which the requests are processed benefits all parties involved.  The system has effectively increased productivity at a minimal cost. 

22. How has the program grown and/or changed since its inception?

The CWCS program began with a pilot in December 2001, at one major seaport in Florida.  Since that time, the population of customers has grown to over 175 agencies including; 15 Department of Children and Families districts, 67 School Boards, 8 regions of the Department of Agriculture and Consumer Services (Florida's main licensing agency), and a growing number of Sheriff's Offices.  Private enterprises, such as daycare centers and assisted living facilities, are also taking advantage of the system under the National Child Protection Act that allows criminal history checks on individuals dealing with children, the disabled, and the elderly.


23. What limitations or obstacles might other states expect to encounter if they attempt to adopt this program?

The initial cost of image technology could be an obstacle to implementing this system in other states.  However, the cost of this technology has lowered significantly in the past few years and there are increased opportunities for partnering with governmental agencies and private service providers.

-- End --
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